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Web 3.0 — an evolution of the Internet
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Web 1.0/ 2.0 / 3.0 Summary

Crawl

Walk

Mostly Read-Only
Company Focus
Home Pages
OwningContent
Web Forms
Directories

Page Views
BannerAdvertising
Britannica Online

HTML/ Portals

Wildly Read-Write
Community Focus
Blogs / Wikis

Sharing Content

Web Applications
Tagging

Cost Per Click
Interactive Advertising
Wikipedia

XML/ RSS

Portable & Personal
Individual Focus
Lifestreams / Waves
Consolidating Content
Smart Applications
User Behavior

User Engagement
Behavioral Advertising
The Semantic Web

RDF / RDFS / OWL



What is Web 3.0 ? ks

There is no
universally
accepted
definition

what is web3

Web3, also known as Web 3.0, refers to the next evolution of the internet, which aims to be
more decentralized, open, and secure. The current version of the internet, Web 2.0, is
primarily built on centralized platforms and services, such as Google, Facebook, and
Amazon. These platforms control the data and access to it, and often use this control for

their own benefit.

Web3, on the other hand, is built on decentralized technologies such as blockchain and
peer-to-peer networks. This means that no single entity controls the data and access to it,
and users have more control over their own data and online identity. This is enabled by
technologies like smart contracts, which allow for decentralized applications (dApps) to run

on the blockchain, allowing for a more open and transparent internet.

Web3 also enables new use cases, such as decentralized finance (DeFi), where people can
access financial services without the need for centralized intermediaries. Web3 also enables
new forms of ownership, such as non-fungible tokens (NFTs), which can represent ownership

of digital assets like art, music, and collectibles.

Overall, Web3 aims to create a more open, transparent, and decentralized internet, where
users have more control over their data and online identity, and new use cases are enabled

by decentralized technologies.
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Web 3.0 Blockchain
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Web 3.0 Security Risk

Smart Contract Hacking

Account theft and mobile wallet theft

Lack of Encryption and verification for API queries
Government Regulatory and Governing can be further enhanced
Privacy Concern for decentralized data store

Decentralize Application Vulnerability



Financial Markets find efficiency in Decentralization
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Smart Contract Hacking History
Binance Blockchain Hit by $570

Crypto.com Admits $35 Million Million Hack, Exposing Crypto
Hack Vulnerabilities

DIMC  The world’s biggest cryptocurrency exchange confirmed that TH ’ which was then valued
P Efm‘l,m’; o m assets were stolen from the Binance Smart Chain network, the

latest in a series of attacks on so-called cross-chain bridges.
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Crypto.com, one of the biggest and best known cryptocurrency exchanges I
in the world now backed by superstar actor Matt Damon, has admitted that
183 of its users were hit in a hack earlier this month, leading to By Ephrat Livni
unauthorized withdrawals of bitcoin and Ether worth $35 million. The Oct 7. 2029

company had initially said $15 million was taken in the heist.



Cold and Hardware Cryto Wallet

Support Bluetooth / USB



Metaverse - Business user case with Hololens (AR Devices)

Airbus User Case

Airbus expects
to reduce design
validation time
by 80 percent
and accelerate
complex tasks
during assembly
by 30 percent,
while increasing
quality, safety,
and security.




Metaverse (AltSpace, Meta)

22 July 2022
POLITICS AND SOCIETY

Sexual assault in the metaverse is part of a bigger
problem that technology alone won't solve
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GamekFi (Play-to-Earn)
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Blockchain at Microsoft established 2015

2015



Announced April 12 Linkedin and Microsoft Verified ID
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Verifying a LinkedIn member's workplace

In just minutes, organizations can use Verified 1D to create customized digital employee |1Ds that reflect

Autofolie Bedro
5 people like this

Just For Fun

their brand and business needs. On Linkedin, members will see an option to verify their workplace on
their profile. With a few taps on their phone, members can get their digital employee 10 from their

organization and choose to share it on Linkedin. After they send the credential, a Workplace verification
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About this profile
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Profile photo: Updated less than 1 waek ago
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Work emall -~ Flexis: Loss than 1 month ago

Government 1D - Verified by CLEAR: Less than |
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Information
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Mary B. Curry College of Business
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Get the Verified ID on the Mobile Phone

Scon the QR code with Microsoft . =m . T
Authenticotor to retriove ond save your
Verified IO : .
True Identity Enhanced  Tii] True Identity Enhanced  Tii]
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] J 3 D Number
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Add a

- et WA Seattle
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Use Verified ID to apply a government application

6:4348

< Camera

= Verified IDs

* Contoso Government

Government assistance application

@ True Identity Enhan...

Complete the form below

| A% nt Accie - i~ atur
All Services > Government Assistance > Application > True ldenmy

Success! Verified accepted

Application form

Request approved X




Azure AD verifiable credentials - a better way to verify

Verified Employes

July 15, 2020

Principal Design Manager

BG-88224-P

easy to use and secure verifiable transparent convenient
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Al usage in Internet Browsing
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v 1P/ www irvestopedia com/articles/Fresting/ .« Basad on web search results, Elon Musk was
Content the wealthiest person in the world in 2021
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The individuals on this list belong to an even more exclusive club and wield still
power. Many are founders of technology giants, with much of thei... See more

with a net worth of $304 bilion ' . However
Bemard Amault it is important to note that rankings of the
richest people in the world can fluctuate

PO % B e 2o

Elon Musk Based on web search results, Elon Musk was Sy 0 e e e
5 there anything else you would ke to
Jolf Beaos the wealthiest person in the world in 2021 know?
Bil Gates . Searching for: richest person in the world . with a net worth of $304 billion ! . However, Leamn more:
g P '
Warren Buffett . itisimportant to note that rankings of the 1. visualcapitalist.com 2. forbes.com
ayelisn N/ Generating answers for you... ! richest people in the world can fluctuate i
Steve Balkmer frequently due to changes in their net worth. ] I
who is the richast person in the world
- - : e Is there anything else you would like to
According to Forbes’ Real-Time Billionaires S ST y
R R . Now ¢ " Searching for richest person in the world
rankings, which tracks the daily ups and
downs of the world's richest people, Bernard Vv sy X 7 +
Arnault & family is currently the richest Learn more: According 1o Forbes’ Real-Time Biionakes
c 0 rankings, which tracks the daily ups and
person in the world with a net worth of ] 1. visualcapitalistcom 2. forbes.com downs of the workd's richest people. fesmiaid
$238.7 billion ' . However, it is important to : SSSEIRN c.rently the richest
3 ‘I: b person in the woeld with a net worth of
note that rankings of the richest people in | - forbes.com $2387 billion * However, it & impoctant to
note that rankings of the richest people in
the world can fluctuate frequently due to the world can fluctuste frequently due to

changes in their net worth. Is there amything

changes in their net worth. Is there anything
else you would like to know?

The World's Bilbonakes &5 an annual raniong of paople who 1 -
g Ol pacy else you would like to know?

sre considered to have 8 net worth of $1 Hillon of more, by

the Amerncan business magazine Forbes. The list was first Leam more
published in March 19

1 forbes.com 2. forbes.com

Learn more: . © torves com 3. investopedia.com

1. forbes.com 2. forbes.com Related people > o

3. investopedia.com - R H e Ask rive aything
. e R

24

g



Al usage to generate Content
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Al usage for Safer Internet browsing
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Responsible Al

Exploitation and Abuse

Child sexual exploitation and abuse

Azure OpenAl Service prohibits content that describes, features, or promotes child sexual exploitation or abuse,

whether or not prohibited by law. This includes sexual content involving a child or that sexualizes a child

Grooming

Azure OpenA| Service p[ohibi[g content that descrihace ar ic 1icad far niirnncace nf nrnamina »f childran

the act of an adult building a relationship with a ¢
This includes communicating with a child for the
exploitation.

Non-consensual intimate contel

Azure OpenAl Service prohibits content that desc

Sexual solicitation

Azure OpenAl Service prohibits content that desc
of commercial sexual activity and sexual services.

activity.

Trafficking

Azure OpenAl Service prohibits content describin
recruitment of individuals, facilitation of transport
such as forced labor, domestic servitude, sexual s

Suicide and Self-Injury

Azure OpenAl Service prohibits content that desc
instructs individual(s) on self-injury or to take the

Suicide and Self-Injury

Azure OpenAl Service prohibits content that de

instructs individual(s) on self-injury or to take tl

Violent Content and Cond

Graphic violence and gore

Azure OpenAl Service prohibits content that de

Terrorism and Violent Extremis

Azure OpenAl Service prohibits content that de
terrorist actor, or violent terrorist ideology; enc

terrorist causes; or aids in recruitment to a terr

Violent Threats, Incitement, an

Azure OpenAl Service prohibits content advoce

incitement.

Harmful Content

Hate speech and discrimination

Azure OpenAl Service prohibits content that attacks, denigrates, intimidates, degrades, targets, or excludes
individuals or groups on the basis of traits such as actual or perceived race, ethnicity, national origin, gender, gender
identity, sexual orientation, religious affiliation, age, disability status, caste, or any other characteristic that is

associated with systemic prejudice or marginalization.

Bullying and harassment

Azure OpenAl Service prohibits content that targets individual(s) or group(s) with threats, intimidation, insults,

degrading or demeaning language, promotion of physical harm, or other abusive behavior such as stalking.

Deception, disinformation, and inauthentic activity

Azure OpenAl Service prohibits content that is intentionally deceptive and likely to adversely affect the public
interest, including deceptive or untrue content relating to health, safety, election integrity, or civic participation.
Azure OpenAl Service also prohibits inauthentic interactions, such as fake accounts, automated inauthentic activity,
impersonation to gain unauthorized information or privileges, and claims to be from any person, company,

government body, or entity without explicit permission to make that representation.

Active malware or exploits

Content that directly supports unlawful active attacks or malware campaigns that cause technical harms, such as

delivering malicious executables, organizing denial of service attacks, or managing command and control servers.



Microsoft 365 Co-PiIot\(Announced 16 March 20%3)
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Trust is foundational to key business processes
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Ledger technologies enable digital trust

Companies are moving from
intermediaries and manual auditing
that are slow and costly...

B
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...to ledger technologies that reduce
cost, saves time, and lowers risk




Multi party transparency for audit

High integrity, immutable,
tamper-proof, auditable history

Receive receipt with \
m Rl leda ’ cryptographic proof
Regulatory agency or

S B Azure confidential ledger Auditor

Selectively disclose claims with regulators or auditors



Confidential Consortium Framework

Build enterprise grade applications
between multiple parties with a
common source of truth

Highly available, privacy enhanced centralized compute services

with decentralized trust

Enables multiple parties to execute auditable compute over
confidential data without trusting each other

Azure confidential ledger

Tamperproof, unstructured data store hosted in trusted
execution environments (TEEs) and backed by
cryptographically verifiable evidence.

O ‘ﬁ " a‘ '

Tamper evidence available at any point of time All the benefits of Azure confidential computing, Tamperproof data storage backed by Blockchain
including protection for data in transit structure



Web 3.0 Infrastructure

Azure Marketplace Apps Consulting Services Search N p C Sell Blog

Products Quorum Blockchain Service

Quorum Blockchain Service © saetomyist

— ST 2Y3

K 4.0 (1 ratings)

Overview Plans + Pricing Ratings + reviews
Quickly deploy and manage private-permissioned Quorum blockchain
Get It Now ; R Quorum
networks in Azure
Pricing information Quorum Blockchain Service is a fully managed ledger service that gives users the ability to =
Starting !“5 0.00/month grow and operate blockchain networks at scale in Azure. It provides unified control for both e = 58
o infrastructure management as well as blockchain network governance. Provision a QI.IO “im
Categories 2 s
<ear o Blockchain Sen
These capabilities require almost no administration, allowing you to focus on a H :
Support £ % : e e Microsoft Az{\wré
AL development and business logic rather than allocating time and resources to managing
Help virtual machines and infrastructure. In addition, you can continue to develop your
Ledat application with the open-source tools and platform of your choice to deliver your solutions Prepared t
cga

without having to learn new skills. May 2022

Learn more

What 15 Quorum Blockchain Service?
Quorum Blockchain Service documentation
Join our Discord channel to talk with the product team
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